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1. System Overview

Srota RMS is a cloud-based Restaurant Management System designed for hotels, restaurants, and food service
businesses operating in Nepal. It enables:

+ Digital order management and billing
» IRD-compliant electronic invoice generation (Full Tax Invoice, Abbreviated Tax Invoice, and PAN-only bills)
» Real-time synchronization of billing data with IRD's Central Billing Monitoring System (CBMS)

+ Standard View and register-based reports as required under the Electronic Billing Procedure 2082

The software complies with ﬁgg?ﬂuaﬁwmwﬁwﬁﬁ, R0¢R (Electronic Billing Procedure 2082).

1.1 Architecture Overview
Srota RMS operates as a web application:

» Frontend: Browser-based POS interface accessible from any device
» Backend: Centralized FASTAPI server hosted on Nepal-based infrastructure
» Database: PostgreSQL with enforced immutability on issued invoices

+ CBMS: Automatic bill synchronization to IRD's CBMS API (https://cbapi.ird.gov.np/api/bill)

Srota RMS — System Architecture

User / Browser API Server HTTPS /7 ISON IRD CEMS
Chrome / Firefox FastAPI - Python chaplird.gov.np
Edge - Mobile Mepal-hosted - Docker Real-time bill sync
fapifbill - fapi/billretum
5\
h!
A
S0 A\
- enghjeue
.
%
A
4§
PostgreSQL Database Background Worker
Imyoice immutability enforced RC Job Queue
WAL enabled « Encrypted backups Async CBEMS submission
—= Synchronous (HTTPS) = = #= Asynchronous {job queue)

Figure 1: High-level system architecture diagram - browser to API server to database and CBMS
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2. System Requirements

Requirement Specification

Device PC, laptop, tablet, or smartphone
| Browser Google Chrome 110+, Mozilla Firefox 110+, Microsoft Edge 110+ |
| Internet Minimum 2 Mbps broadband connection |
| Printer Any network or USB receipt/A4 printer |
| Screen resolution Minimum 1280 x 720 |

No local software installation is required. The system is fully web-based.
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3. Accessing the Software

3.1 Login

Navigate to the Srota RMS URL provided by your system administrator.

Cimstal & G A am 4

SROTA

Username

Password

Figure 2: Login page - showing username and password fields, Login button

Enter your assigned Username and Password, then click Login.

< c [J % rmssrotaapps.com Cnsall & @ A 8 NIV C]

SROTA

Restaurant Point of Sale

Username

admin

Password

Figure 3: Successful login - RMS dashboard/home screen
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4. User Roles and Access Control

Srota RMS implements role-based access control. Each user is assigned one of the following roles:

Role Description Key Permissions
. . Full access to all branches, reports, settings,
Owner Business owner or top-level admin .
credentials
[
Order management, billing, reports for assigned
Manager Branch manager g g. rep g
branch
[
Waiter Service staff Create and send orders to kitchen; cannot bill
[
Chef Kitchen display View and update order status only

4.1 Managing Users

Only Owner and Manager roles can create or modify user accounts.

§ Settings — Srota RMS. x o+ v o o
Cinstall & &G A oE$ 9

< C [J % rmssrotaapps.com/settings

Bhadra 22,2083BS gy Test User

SROTA Frorgenest services Pvt. Ltd. & Install app

98 Doshboard [ Orders % Menu o Delivery  © Kitchen & Inventory [ Expenses (8 Customers  {J Khata & Employees L Reports
m Restaurant Tax Payments IRD/CBMS  Activity Log

2, Users

Create individual logins for each staff member. Each person gets their own name (shown on bills) and username (used to sign in)
Manager e e
ur to-

+ Add Manager

Waiter per branch

Takes and serves orders at one branch.

Oaccounts v

No waiter accounts yet.

+ Add Waiter

Chef  rerbranch
Views and updates order status in the kitchen.

Oaccounts v

No chef accounts et

+ Add Chef

Figure 4: Settings > Users list - showing list of users with their roles and branch assignments
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& Settings — Srota RMS x 4 v o= &

< (@] [1 = mssrotaapps.com/settings Cnstal & G A oeie

Add Waiter
Branch

Demo Business Pvt. Ltd,

Full name *

Demo Waiter
Shown on printed bills as Entered by
Phone Email
9876122224 demo@gmail.com
Username *
demo-waiter-1
Globally unique ~ usad only to sign in, nx

Password *

Cancel Create account

Figure 5: Add User form - name, email, phone, role, branch fields

Each credential stores the user's full name, email, and phone number. The name is snapshotted onto every bill they
issue as the issuer name.
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5. Branch and Business Setup

5.1 Business (Tenant) Settings

Dashboard

Settings

Business details shared across everny app you run.

i Apps

Branches

-::-'- Team Membears

3 Settings BUSINESS LOGO

Upload image

TAX REGISTRATION

PAN number

1234567859

Figure 6: Admin settings - Business Details screen showing PAN, VAT number, business name, address

Key fields required for IRD compliance:

Field Purpose

Business Name Printed on every bill header
| PAN / VAT Number Printed on every bill; used in CBMS submission as seller pan
| Address Printed on every bill
| Phone Printed on every bill

PAN only [ VAT registered j

10
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5.2 Branch Settings

Each physical location operates as a separate branch. Bills are numbered independently per branch.

& Settings — Srota RMS x

< C [ % rms.srotaapps.com/settings

Cnsal & G A

SROTA  pemo Business Pvt. Ltd.

98 Dashboard B Orders S Menu o Delivery @ Kitchen

& Inventory B Expenses Customers ] Khata 2 Employees | Reports

Users Tax Payments IRD/CBMS Activity Log

Restaurant & branch
Viewing settings for Demo Business Pvt. Ltd.

Restaurant name

Set on the business registration in the admin app.

Branch address

Branch phone

cit address / phone on the branch record in the admin app.

© Business PAN

PAN 123456788 — printed on every bil for IRD compliance.

Figure 7: Branch settings - showing branch name, address, bill series prefix

From business

Field Purpose

Branch Name Included in bill header

[
Bill Series Prefix Used in bill number format (SERIES-BRANCH-FY-NNNNN)

[
Default HS Code

Applied to all menu items unless overridden at item level

5.3 Tax Settings

& Settings —Srota RMS x

< C [J % rmssrotaapps.com/settings

Cimstal & G A
SROTA pemo Business Put. Ltd.

From branch
From branch

v - a8 x

oG %@

95 Dashboard [ Orders 5 Menu o Delivery @ Kitchen

& Inventory [ Expenses Custorners  f] Khata 2 Employees Ll Reports

users Restaurant (RCP8) Payments IRD/CBMS  Activity Log

Tax

@ Business tax status

VAT-registered - PAN 123456789 — VAT can be applied to bills

Apply VAT on bills

Menu prices are treated as VAT-inclusive; the bill shows the breakdown,

VAT rate (%)

13

Default HS C
Harmonized S

ode printed on every billine  required by IRD Annexure & for all businesses (VAT and PAN). Restaurants typically use 2165.98 (prepared food). Leave blank if urknown — IRD requires it but you can set it once confirmed

2106.90

Figure 8: Tax Settings screen - showing VAT registration toggle, PAN/VAT fields

) Test User

11
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Menu items are organized into categories for display in the POS interface. Each menu item carries an HS Code
(B’Iﬁ&ﬂs% ey ?ﬁ?:), printed on every bill line as required under Annexure 6 of the Electronic Billing Procedure

2082.

88 Doshboord @ Orders m o Delivery Q@ Kitchen

& Inventory @ expenses @ Customers  (J Khoto @ Employees  Lh Reports @ Settings

Categories All items + Add item
Hot Beverages 7 @ f
Cold Beverages /
Refreshers /7 B »
Hoclaky 7 @ Aloo Stick Black Tea Hookah e
Fast Food 7z y
/2 8 2 ¢ 28
Thakali Set
Newarl Khaja CLHJV
'
Cigarettes
Combo
Matka Chiya shikhar Ice
7 € 7 7 B 7 € 2 G /7 B
g 4
1* 2
!
.0
& suin
Steam Momo Surya light Surya Red Thakali Khana Set Virgin Mojito
Figure 9: Menu > Items list - showing item name, price, category
- 8 x

Edit menu item
Name
Category

Fost Food

Image

Choose File No file chosen

Has Variants

Price (NPR) — VAT 13%

885

Sold Out

Figure 10: Add/Edit Item form - highlighting the HS Code field

If a branch-level default HS code is set in Branch Settings, items without an explicit HS code inherit it.

12
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7. Table Management

Each table shows real-time status in the POS interface.

& Orders —Srota RMs

< e}

us=all&bs_from=8ibs_to=&page=18&per_page=25

SROTA pemo Business Pvt. Ltd.

98 Dashboard S Menu &% Delivery @ Kitchen & Inventory [ Expenses Customers  fJ khata 2 Employees  lh Reports &3 Settings
Pick a table to start - view every bill
Take order Bills
O Available  © Active Reserve d
Tables — 16 + Set total & Merge
Tl T2 T4 5 6 17 8
ailable qilable f:f“;vzi cilable ailable cilable Available
( Trg 1 ‘ T]O ’ ( .I:" ] ‘ T]2 ’ ( T:I3 \] ‘ T14 ’ ‘ T]5 ’ RT]GG
R Available ) “ ailable ‘V Available ailable 1000

Figure 11: POS home - table grid showing Available (green), Occupied (orange), Reserved states

13
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8. Creating an Order

8.1 Starting a New Order

From the POS home screen, tap an available table.

& Orders — Srota RMS x4 - T
< o o = t d q us=all@bs_from=8tbs_to=Bipage=18per_page=25 o9 A 0OE k@
SROTA pemo Business Pyt Ltd. & Install app i) 1ot Usor (29

9§ Dashboard S Menu o Delivery @ Kitchen & Inventory [ Expenses [ Customers  {J Khata & Employees Ui Reports 3 Settings

Orders
Pick  table to start - view every bill
B

O Available  Q Active Reserved
Tables — 16 + Set total © Merge
‘ T ’ ‘ T2 ’ L RS ‘ 5 ’ ‘ 6 ’ ‘ 17 ’ ‘ 18 ’
Figure 12: Table selection - tapping T1 table opens the order view
§ Orders — Srota RMS x 4 v - a8 x
< e o = t q _from=8tbs_to=8ipage=18iper_page=25 o QA oE ke =
SROTA pemo Business Pvt. Ltd. & Install app i g IestUser & i

88 Dashboard 5 Menu & Delivery Q Kitchen & Inventory Bl Expenses Customers ] Khata & Employees i Reports @ Settings

Ll
S0 Kot e Running bill
T1-0line(s

Q search menu.

Tap menu items to start the bill

m Hot g Cold ges | Hookah  FastFood ThakaliSet Newarikhaja — Cigarettes  Combo

B
N7

Aloo stick Black Tea Chatpate Chicken Burger Chowmein
Rs.100 Rs. 40 Rs. 80 Rs. 350 20pts
g, —L\
—) = = oy
French Fries Hookah Keema Noodles Matka Chiya Milk Tea
3opts 3Jopts Rs. 220 Rs. 80 Rs. 60

Newari Khaja Set Pizza Saphale shikhar Ice Steam Momo
20pts 3opts Rs.120 Rs.25 3opts

Figure 13: Order view - left panel shows menu categories and items; right panel shows current order

14
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8.2 Adding Items

Tap a menu item to add it to the order. Adjust quantity using the + / - controls.

& Orders— Srota RMS x  + v a
¢ o) 0 % mssrotaapp q _from=8tbs_to=&ipage=18per_page=25 2@ A O ke =
SROTA pemo Busi v & Install app oot lcer
98 Dashboard 5 Menu b Delivery Q Kitchen & Inventory B Expenses Customers £ Khata & Employees L Reports B Settings
m 2
& Attach 1 . .
Draft order ENEUSIEMEr Running bill
T-2line(s)
Q search menu.
Black Tea Rs. 80
Rs. 40 each

m Hot Cold ges | Hookah  FastFood  ThakaliSet Newarikhaja  Cigarettes ~Combo
- 2 + Note e.g. no onion o

Chicken Burger Rs. 350

Rs. 350 each

- 1 + Note e.g. no onion o

Aloo Stick Black Tea Chatpate Chicken Burger Chowmein

Rs.100 Rs.40 Rs.80 Rs. 350 20pts
DISCOUNT 0 %
- -—u Subtotal Rs. 430
g Taxable amount Rs. 38053
5 P VAT (13%) Rs. 49.47
.’3 o Total Rs. 430

French Fries
3opts

Keema Noodles Matka Chiya Milk Tea
Rs.220 Rs. 80 Rs. 60 < send to Kitchen (2 new)

il

S PrintkoT @ Print Bill

[ & Mark as Paid ]

Newari Khaja Set
2o0pts

Saphale Shikhar Ice Steam Momo
Rs.120 Rs.25 3opts

Figure 14: Order view - items added to the right panel with quantities and line totals

8.3 Applying a Discount

Running bill

T -2 line(s)

Black Tea Rs. 80
Rs. 40 each

- 2 + Note e.g. no onion o
Chicken Burger Rs. 350
Rs. 350 each

- 1 + Note e.g. no onion T

DISCOUNT | 10 s %
Subtotal Rs. 430
Discount -Rs. 43
Taxable amount Rs. 342.48
VAT (13%) Rs. 4452
Total Rs. 387
</ send to Kitchen (2 new)
& Print KOT [El Print Bill
[ & Mark as Paid ]

Figure 15: Discount field on the order view - entering a flat or percentage discount

15
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8.4 Sending to Kitchen

Tap Send to Kitchen to transmit the order to the kitchen display. A kitchen order slip is printed with a sequential slip
number.

< C 0 % mssrot ders? . from=&tbs 18&per_page=25 2 9 A aE % 9

Print KOT

KITCHEN ORDER TICKET
DEMO BUSINESS PVT. LTD.
VAT No.: 123456789

Bill : RMS-DBP-83/84-86085
ime : 14:36 - Bhadra 22, 2083 BS

-- END OF TICKET --

Figure 16: Kitchen order slip - showing slip number, table, items, timestamp

The slip number appears on the final bill as required under T &.RY.

16
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9. Billing and Payment

9.1 Checkout

When the guest is ready to pay, tap Mark as Paid on the order.

Payment - Rs. 387

Buy: jonal
t

VAT bill

Figure 17: Checkout screen - showing order summary, buyer PAN field, payment method selector (Cash / QR / Credit)

Buyer PAN (optional): Enter the buyer's PAN if they request a tax invoice with their PAN recorded. Leave blank for
walk-in guests.

Payment Method: Select Cash, QR (digital payment), or Credit.

9.2 Processing Payment

Payment - Rs. 387

17



Srota RMS - User Manual (Electronic Billing Software)

Figure 18: Payment confirmation screen - showing total, VAT breakdown, amount tendered, change

Tap Confirm Payment to finalize the bill.

9.3 Printing the Bill

Print Bill

DEMO BUSINESS PVT. LTD.
Demo Address
Tel: 9761234566

B; RMS-DBP-83/84-00805

i
Slip : #1

Discount.
Taxable amount Rs. 342.48

Figure 19: Bill print preview - showing full bill layout before printing

Tap Print to send the bill to the connected printer. The system records:
* Is Bill Printed = Yes
* Printed Time = timestamp of first print
* Entered By = logged-in cashier's name

* Printed By = name of user who triggered the print

Reprinted bills display a “Copy of Original” watermark as required under Gl &.Rd.

18
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Mandatory fields on this template:

Field

Seller PAN / VAT No.

Requirement

Printed in header

Bill Number

Sequential, format SERIES-BRANCH-FY-NNNNN

Bill Date (BS)

Bikram Sambat date

Buyer Name / PAN

Captured at checkout; blank for walk-in

HS Code per line

Printed in item table

Taxable Amount

Shown before VAT

VAT (13%)

Shown separately

Grand Total

VAT Refund Amount

Shown for QR/digital payments

QR Code

Encodes bill data for offline verification

Issuer Name

Staff name snapshotted at billing time

19
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11. Credit Notes

A credit note is issued to reverse a paid bill (full or partial return).

11.1 Issuing a Credit Note

Navigate to Bills tab. Locate the paid bill. Click Credit Note.

Issue credit note

Cancel

Figure 20: Bills tab - showing a paid bill with the Credit Note button visible

Issue credit note

Reverses RMS-DBP-83/84-00006 — this creates a new, separately
numbered credit note linked to the original bill. The original bill
itself is never edited or deleted.

REASOMN

}:‘.g. Customer returned the order after payment

Cancel

Figure 21: Credit Note form - showing original bill reference, return amount, reason field

20
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Enter the reason for return and the amount. Confirm to issue.
. X
Issue credit note

Reverses RMS-DBP-83/84-00006 — this creates a new, separately
numbered credit note linked to the original bill. The original bill
itself is never edited or deleted.

REASON

Customer wanted refund after food did not taste proper]

T
Cancel Issue credit note

Figure 22: Credit note printout - showing “Credit Note” header, original bill number, return amounts, reason

The credit note is:
+ Assigned its own sequential bill number
» Automatically submitted to CBMS via /api/billreturn

 Listed separately in the Credit Notes register (never in the Sales Register)

21
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12. Void (Draft) Bills

A void cancels a bill that was printed but not yet paid (draft state).

12.1 Voiding a Draft Bill

Navigate to Bills tab. Locate the draft bill. Click Void.

00004 will be ncelled and its table
nber can nev d — agapinthe

sequence is expected and shows up in the activity log. This only
works because the bill hasn't been paid yet

Figure 20: Bills tab - showing a draft bill with the Void button visible

Veid this bill?

RMS-DBP-83/84-00004 will be marked cancelled and its table
freed. This bill number can never be reused — a gap in the
sequence is expected and shows up in the activity log. This only
works because the bill hasn't been paid yet

Keepit  [RCS*TI

Figure 23: Void confirmation dialog - “Are you sure you want to void this bill?”

A voided bill is permanently cancelled. It is not submitted to CBMS. It remains visible in the system for audit
purposes with status void.

Note: Only draft/unpaid bills can be voided. A paid bill cannot be voided - a credit note must be issued instead.

22
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All reports are accessed from Reports — IRD Reports.

83/84-00004

83/84-00003

RMS-DBP-
83/84-00002

RMS-DBP-
83/84-00001

IRD Reports

i)

™

Standard View

Credit Notes

Sales Reglster

Annexure 13

Monthly VAT Summary

R8O

Rs. 800

RE.80

R8O

Figure 24: Reports section - showing available report cards: Standard View, Sales Register, Credit Notes, Annexure 13, VAT

Summary, TDS

13.1 Standard View (Annexure 5)

The Standard View lists all issued bills with the 20 fields mandated by Annexure 5 of the Electronic Billing Procedure

2082.

il Coda Date Fiscal Buyer | Buyer | Seller Total Taxable Excis | Taxable Amt for Export Tax Is
(BS) Year LELE) PAN PAN Sales (VAT) e (HST) ESF Sales Exempt | Realtime
1 5 42 .48 NiA NiA NA NA WA NA 0.00 No 0.00

RMS-DEP-83/84-00008083-05-2 2083-84 Walk-in 123456780 387.00 3

Demo Business Pvt. Ltd.

PAN: 123456780
Demo Address
9761234566 - demo@gmail.com

Standard View (Annex-5)

4452 NA

2 -] RMS-DEP-83/84-00008083-05-2 2083-84 Walk-in 123456780 11, 465.00  10,146.02 1,318.98 NIA NiA NiA NA NA NA

NIA

0.00

No

VAT
Refund

0.00

Test User

Test User

Figure 25: Standard View report - date range filter, showing tabular data with columns: Bill No., Date, Buyer, PAN, Total, VAT,

Payment Method, CBMS Sync Status, etc.

Export formats: Excel (XLSX) and PDF.

1 |Demo Buslness Put. Ltd.

2 |PAN: 123456789

3 |Demo Address

4 (9761234566 - demo@gmail.com

5

6 SN BillNo.  Bill Code Date(BS)  Fiscal Year ~ Buyer Name BuyerPAN SellerPAN  TotalSales  Taxable (VAT) VAT Excisable Amt  Excise  Taxable (HST)  HST Amt for ESF  ESF
7 1 5 RMS-DBP-83/84-00005 2083-05-22  2083-84 Walk-in 123456789 387 34248 44,52 N/A N/A N/A N/A N/A N/A
8 2 6 RMS-DBP-83/34-00006 2083-05-22  2083-34 Walk-in "123456789 11465 10146.02  1318.98 N/A N/A N/A N/A N/A N/fA
9

Figure 26: Standard View exported XLSX - first few rows visible

ExportSales  TaxExempt IsRealime VAT Refund Entered By

N/A
N/A

0 No
0 No

0 Test User
0 Test User
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13.2 Sales Register (ﬁﬂﬁ WTdT) - Annexure 6

The Sales Register lists all paid invoices (credit notes excluded) with the 12 columns required by IRD's Annexure 6
register template.

Re. 80

MS -DBP- it}
83/84-00004

RMS-DBP- Rs.800
83/84-00003

RMS-DBP- na sep. 1 Matka Chiy R3. 80

83/84-00002

MS-DBP- Rs. 80

83/84-00001

IRD Reports
Standard View @ nsx
Credit Notes
Sales Register
Annexure 13 7)o

Monthly VAT Summary @ nsx

Figure 27: Sales Register export - landscape/wide format showing 12 columns: Date (BS), Bill No., Buyer, Buyer PAN, Total

Amount, Taxable Value, VAT, Tax-exempt Amount, Export Value, Export Country, Export Customs No., Export Customs Date

Export is generated in landscape PDF and XLSX format.

13.3 Credit Notes Register

Demo Business Pvt. Ltd.

PAN: 123456789
Demo Address
9761234566 - demo@gmail.com

Credit Notes Register

Credit Note Date Fiscal Taxable Tax
H L redlt fote Gode :BS} LT et Bl 'VAT}
1 7

RMS-CN-DEP-83/84-000072083-05-22 2083-84 RMS-DEP-83/84-00006Customer wanted refund after food did not taste proper. 114650  10146.02 1318.98 0.0

Figure 28: Credit Notes register export - showing credit note entries with original bill reference
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13.4 Annexure 13/ VAT Summary / TDS

Demo Business Pvt. Ltd.

PAM: 123456789
Demo Address
9761234566 - demo@gmail.com

Annexure 13

Output VAT (Sales) 342 48 44 52

Net VAT Payable 342.48 44.52

Figure 29: Annexure 13 report page - date range selector

Demo Business Pvt. Ltd.

PAN: 123456789
Demo Address
9761234566 - demo@gmail.com

Monthly VAT Summary

Month (BS) | CEICEREVE] ) | Output VAT Net Payable

2083-05 342.48 4452 4452

Figure 30: VAT Summary report
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14. CBMS Integration

14.1 Enabling CBMS

CBMS is available only for VAT-registered tenants. Navigate to Settings — IRD / CBMS.

& Srota Admin X +

< C 23 app.srotaapps.com/dashboard/settings

Dashboard
IRD CBMS INTEGRATION
Apps
Shared by every app you rur Inventery (IMS) and Restaurant POS (RMS) both
Branches submit bills through this one login, entered here once
a» Team Members ® Not configured yet
£ Settings IRD username
IRD Taxpayer Portal username

IRD password

IRD Taxpayer Portal password

Figure 31: CBMS settings card - showing username, password fields, enable toggle, “Save” button

Enter the business's IRD Taxpayer Portal username and password. These credentials are encrypted at rest and
never stored or logged in plaintext.
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14.2 How Synchronization Works

Every time a bill is paid or a credit note is issued:

1. The system queues a CBMS submission job

2. The job sends the bill payload to https://cbapi.ird.gov.np/api/bill (Or /api/billreturn for credit
notes)

3. IRD's response code is recorded in the sync log

The CBMS sync is a separate process from billing - a failed sync does not affect the bill itself or the customer's
transaction.

14.3 CBMS Sync Log

<> e 0 =

SROTA pemo Business Put. Ltd.

rms.srotaapps.com/settings =9 A L0029

28 Dashboard B Orders 5 Menu & Delivery @ Kitchen & Inventory Bl Expenses [ Customers  f] khata 2 Employees L Reports

e — —

Real-time CBMS

@® 18D requirement
Push bills to CBMS in real time
sills are submittad to IRD's Central Siling Mon

IRD CBMS Integration

Synclog Al v

Figure 32: Settings > CBMS Sync Log - showing table with columns: Bill No., Date, Status (synced/failed/pending), IRD
Response Code, Last Attempted

IRD Response Code Meaning System Action
200 Success Marked synced
| 100 Auth mismatch Flagged - credentials need updating
| 101 Already submitted Treated as synced
| 102 /103 Transient error Auto-retried with backoff
| 104 Invalid payload Flagged for investigation
| 105 Bill not found (returns) Flagged for investigation
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15. Data Integrity and Security

15.1 Immutability of Issued Invoices

Once a bill is marked as paid, its financial data (amounts, items, tax values, bill number) cannot be modified. The
system enforces this at the database level - no application-layer or direct database update can alter a paid bill's core
fields.

Only the following post-issue actions are permitted, as required by IRD:

* Reprint (creates a “Copy of Original” watermark copy - original record unchanged)

» Credit Note (creates a new reversing document - original record unchanged)

15.2 Audit Log
Every action performed in the system is logged with:

+ User identity (name + role)

» Timestamp

+ Action type

» Before and after state (for any change)

This log is a complete, tamper-evident record that cannot be deleted or modified by any user, including administrators.
It can be filtered by date range, entity type, and user, and exported to XLSX for audit submission.

§ Settings — Srota RMS
< [e] [J % rmssrotaapps.com/settings 29 A LO0B@%G@

Bhadra 2

SROTA  pemo Business Pvt. Ltd. & Install app

95 Dashboard B orders S Menu o Delivery @ Kitchen & Inventory [l Expenses Customers {] Kkhata 2, Employees L Reports @ settings

Users  Restaurant Tax Payments  IRD / CBMS

User Activity Log

Every login, bill, discount, cancellation, and credit note is recorded here permanently — this list can be filtered but nothing in it can be edited or removed (IRD requirement).

Altypes v Al actions v search bill #, staff, reason.
When Action Document [ Entity Reasen [
9/7/2026, 2:48:43 PM Order cancelled RIS~ DEP-82/84-00004 - 27.3467.21
9/7/2026, 2:47:49 PM Credit note issued RMS-CN-DBP-83/84-00007 - 27246721
9/7/2026, 2:43:40 PM 8ill paid RMS-DBP-83/84-00006 - 27246721
9/7/2026,2:4012 P 8ill paid RMS-DBP-83/84-00005 - 27246721
0/7/2026,2:35:45 P Discount changed order - 1260028 - 27246721
0/7/2026,2:35:44 P Discount changed order - 1260028 - 27246721
9/7/2026, 2:35:44 PM Discount changed order - 12¢0928e - 27.3467.21
9/7/2026, 2:35:44 PM Discount changed order - 12¢0928e - 27.3467.21
/712026, 2:35:43 P Discount changed order - 1260928 - 27.3467.21
9/7/2026,2:23:43 PM Logged in forge-user - 27.3467.21

Figure 33: Settings > Activity Log - showing log entries with user, timestamp, action columns, with date range and entity filters

15.3 Access Control

User passwords are stored as cryptographic hashes (bcrypt). IRD CBMS credentials are stored encrypted (AES-256).
Plaintext credentials are never stored or logged anywhere in the system.
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This manual is prepared for submission to the Inland Revenue Department of Nepal as part of the Electronic Billing
Software registration process under Electronic Billing Procedure 2082.

Authorized Signature:

Name:

Designation:

Date:

Company Stamp:
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